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AuHoTammsi. M3ydaercs MoJeib MTEPAlMOHHBIX AITOPUTMOB OJOYHOTO IHU(pPO-
BAaHUS C HE3aBUCHMBIMH M PAaBHOBEPOSITHO BBHIOMPACMBIMU PAYHIOBBIMH KIIIOYaMH,
andasuroMm TekctoB X u rpymmnoi (X, ®) HalOKEeHHs KIHOYa. YKa3aHbl yCIo-
BHsI, 0OCCIIEUMBAIOIIME COXPAHEHHE MapKOBOCTH MPH YKPYMHEHHH e MapkoBa
C MHOXECTBOM COCTOSIHHT X2, COOTBETCTBYIOIIEH GUIpaMMaM IIPOMEKYTOUHBIX
TekcToB. ONHCaHbl CBOMCTBA pacCMaTPUBAEMBIX MApPKOBCKHX aJITOPUTMOB OJIOYHO-
ro mmQpoBaHus U Mpeodpa3oBaHUil YKPyITHEHUS.

KuroueBble c10Ba: MapKOBCKUI alropuTM OJ109HOTO IMppoBanus, 1enu Mapkosa,
YKPYIIHEHUE COCTOSHUM, METOJ, yCEYEHHBIX PA3HOCTEH
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Abstract. A model of iterated block ciphers with alphabet X, independent uniform
round keys and a key addition group (X,®) is considered. We find conditions
ensuring the preservation of Markov property under lumping of Markov chain with
state space X2 corresponding to bigrams of intermediate ciphertexts. We describe
properties of Markov ciphers considered and lumping transforms.
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