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Abstract. Security bounds for the Magma cipher CTR encryption mode with the
CryptoPro Key Meshing (CPKM ) re-keying method are obtained for the standard
security model and side channel information model. A modified re-keying method
better than CPKM is proposed. Operational features of the Kuznyechik cipher
CTR encryption mode for several re-keying methods are discussed.
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O cBoiicTBax 0J10YHBIX aJropuTmosB mupposanns Marma n KyzHeunk
B peskume CTR ¢ npeoGpa3zoBannem kiaroua merogom CryptoPro Key
Meshing

JI. P. AxmeT3siHoBa, E. K. AjnekceeB, W.b.Owmkun, C.B.Cwmbluuises,
JI. A. Connna

00O «Kpunmo-IIpo», Mockea

Annotanus. s mmdpa Marma ¢ peodpaszoBanueM iroda mMetogoM CryptoPro
Key Meshing ( CPKM ) mony4yeHs! OIleHKH CTOHKOCTH B paMKax CTaHIApTHOW MO-
JeTH ¥ MOZIeNu ¢ nH(popManuei n3 moOoYHbIX KaHanoB. [IpeanokeHa MoTupHUKaIus
aJIropuT™Ma npeoOpa3oBaHMs KItoua, yaydmeHHas no cpaBHenuto ¢ CPKM. Ob6cy-
KIAIOTCS HKCIUTyaTallMOHHBIE XapakTepucThku mudpa Kysneunk B pexume CTR
JUTS HECKOJIBKUX METOZOB NMPeoOpa30oBaHus KITIOUa.
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