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Abstract. The influence of reducibility of linear mappings on the security of
block ciphers is studied. It is shown that the replacement of only two key schedule
constants of Khazad block cipher leads to the appearance of weak key classes. We
study invariant subspaces of the Kuznyechik linear mapping and demonstrate that
there are no weak key schedule constants similar to Khazad. But the choice of
other linear mappings constructed similarly to the original Kuznyechik mapping
and choice of other constants may results in the appearance of weak keys.
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Biausinue NMPpUBOAUMOCTH JMHEHHOro npeoﬁpa3osannﬂ Ha BblﬁOp
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AnHoTanusa. Vccrnenyercs BAMSHUE HPUBOJUMOCTH JIMHEHHOTO IMpeoOpa3oBaHUs
Ha CTOWKOCTH ONMovHBIX mudpcucteM. [lokazaHo, 4To MpH 3aMeHe OBYX KOHCTAHT
B anroputMe pa3BeprThiBaHus Kkimova mmdpa Khazad Bo3HMKaroT kiacchl ciaObix
Kiouelt. M3ydarorcst Takke WHBapUaHTHBIE MTOJIIPOCTPAHCTBA JIMHEHHOTO Mpeodpa-
3oBanmsa mmppa Kysneunk; mokazano, 9ro B ommmane ot mudpa Khazad mns vero
HE CyNIeCTBYeT CJIa0bIX KOHCTAHT allTOPHTMa pPa3BepThIBaHHS Kiro4a. Bridop apy-
TOro JHHEHHOTO peoOpa3zoBaHmsl, aHAJOTHYHOTO UCIIOIb3yeMoMy B mudpe Kysne-
YUK, U IPYTHX KOHCTAHT &JITOPUTMA Pa3BEPThIBAHUS KIIFOYA KIIFOUa MOXKET IPUBECTH
K TIOSIBJICHUIO CITa0BIX KJTFOUEH.

KaroueBnlie cioBa: Omounsni mmdp, Kysneunk, Khazad, naBapranTHOE MTOIITPO-
CTPaAHCTBO, MPHBOIUMOE JIMHEHHOE MpeoOpa3oBaHNe, KOHCTAHTHI, aJTOPUTM pas-
BEPTBHIBAHHUS KITFOYa
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