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Abstract. We study several Russian key-agreement cryptographic protocols for
compliance with specified security properties in view of possible adoption of these
protocols as standardized solutions intended to be used in the Russian Federation.
We have used a number of automatic cryptographic protocol verification tools
available in the Internet such as Proverif, AVISPA-SPAN and Scyther, to simulate
examined protocols. We find a number of vulnerabilities and propose ways to fix
them.
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AHaJIM3 POCCUICKHUX MPOTOKOJIOB BHIPA0OTKH 001ero KJIH04a
C HUCIOJb30BAHUEM CPEJACTB ABTOMATHYECKOIl Bepu(puKanmu
KpUNTOrpaguyecKux nNpoToKoJaoB

A. M. CemeHoB

Hayuonanvuwiii uccnedosamenvcxuil ynusepcumem «Bvicwas wikona sxonomuxuy, Mockea

AnHoTanus. PaboTa mocesiieHa U3y4eHNUI0 COOTBETCTBUS PSJIa POCCHICKUX KPHII-
TOorpagMIecKuX MPOTOKOJIOB ONPEACIICHHOMY HAOOPY CBOMCTB 0€30MacHOCTH. AHa-
JIM3 MPOBOJMJICS B CBSI3M C BO3MOXKHOM cTaHaaprtuzainued B Poccuiickoit dejne-
paruu dTuX pemieHui. C MOMOIIBI0 JOCTYIHBIX B ceTH MHTEpHET MporpaMMHBIX
CPEICTB aBTOMATHUECKOW BepU(UKAIMKM KPUNTOrPahUUSCKUX MPOTOKOJIOB, TAKUX
kak Proverif, AVISPA-SPAN u Scyther, npoBeieH aHaian3 yka3aHHBIX IPOTOKOJOB,
Hal/ieH psJ YSA3BUMOCTEH U MIPEJIOKEHBI ITyTH UX HCIPABIICHHUS.

KuaroueBblie ciioBa: Kpunrorpaduaeckuid IPOTOKOJ, TPOTOKOJI BEIPAOOTKH 0OIIEeTo
KJTIOYa, CPEACTBA aBTOMATHUECKOH BepHU(PHUKAIINN KPUITOTpapUIeCcKuX MPOTOKOIOB
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